
[bookmark: _Hlk161325684][image: ] 












[image: A group of people working on a computer

Description automatically generated]


Keep the Knowledge 
How do I do that?

A presenter’s guide for recordkeeping training in Australian Government agencies

Government Information Policy and Standards




[bookmark: _Toc228066227][bookmark: _Toc228068308][bookmark: _Toc228074164][bookmark: _Toc228076563][bookmark: _Toc228085403][bookmark: _Toc228092389][bookmark: _Toc228327733][bookmark: _Toc228327772][bookmark: _Toc228335686][bookmark: Contents][bookmark: _Toc155255519][bookmark: _Toc155260626][bookmark: _Toc155260989][bookmark: _Toc155337920][bookmark: _Toc159406300][bookmark: _Toc161836085][bookmark: _Toc161845597][bookmark: _Toc164080659][bookmark: _Toc172876185][bookmark: _Toc172881238][bookmark: _Toc172881417][bookmark: _Toc172881619][image: ]
© Commonwealth of Australia (National Archives of Australia) 2026
This product, excluding the National Archives of Australia logo, Commonwealth Coat of Arms and any material owned by a third party or protected by a trademark, has been released under a Creative Commons BY 4.0 (CC-BY 4.0) licence. Excluded material owned by third parties may include, for example, design and layout, images obtained under licence from third parties and signatures. The National Archives of Australia has made all reasonable efforts to identify and label material owned by third parties.
You may distribute, remix and build on this work. However, you must attribute the National Archives of Australia as the copyright holder of the work in compliance with its attribution policy available at naa.gov.au/copyright. The full terms and conditions of this licence are available at creativecommons.org/licenses/by/4.0/au.


Contents
Introduction	5
Application	5
Purpose	5
Acknowledging the National Archives	6
Presentation and facilitation tips	6
Key to symbols used in this document.	7
Supporting resources	7
Invitation to provide feedback	7
Slides and presenter’s notes	8
Slide 1 - Title slide	8
Slide 2 - Acknowledgement of Country	9
Slide 3 - Your records management responsibilities	10
Slide 4 - Topics covered in training session	12
Slide 5 - What is a record?	13
Slide 6 - Capturing records	15
Slide 7 - Email - Managing emails as business records	16
Slide 8 - Managing AI Generated Records:	18
Slide 9 - Where and how should records be stored?	19
Slide 10 - Describing records	21
Slide 11 - Systems and applications where I work	22
Slide 12 - Systems and applications where I work	24
Slide 13 - Network (shared) drives	26
Slide 14 - Sensitivity and access	27
Slide 15 - Digitisation	29
Slide 16 - Can I destroy or delete records?	31
Slide 17 - Records management advice and support	33
Slide 18 - Acknowledging National Archives of Australia	34
Slide 19 - National Archives of Australia	35

[bookmark: Introduction][bookmark: _Toc155255520][bookmark: _Toc155260627][bookmark: _Toc155260990][bookmark: _Toc164080660][bookmark: _Toc178779607][bookmark: _Toc223604275]
Introduction
Keep the knowledge - how do I do that? is a recordkeeping training package developed by National Archives of Australia (National Archives) for use by Australian Government agencies. We envisage that the information management trainer in an agency can use all or part of the package at their discretion to meet the business needs. 
The package can be used to raise awareness of the responsibility all Australian Government employees, contractors, and consultants have, to make and keep records of their work. 
The package covers:
· What is a record
· Recordkeeping responsibilities
· Recordkeeping processes
· Systems and applications that enable recordkeeping
[bookmark: _Toc155255521][bookmark: _Toc155260628][bookmark: _Toc155260991][bookmark: _Toc155337921][bookmark: _Toc159406301][bookmark: _Toc161836086][bookmark: _Toc161845598][bookmark: _Toc164080661][bookmark: _Toc178779608][bookmark: _Toc223604276]Application 
Keep the knowledge can be used by Australian Government agencies to provide in-house recordkeeping training to their staff, including:
· Staff inductions
· Refresher training for existing staff
· Records and information awareness raising campaigns
· As part of training and change management programs (for example when implementing new records management or business systems)
It provides a more tailored guide to recordkeeping in your agency.  For the basics, staff should complete APS Foundations - Records Management 
The following Keep the Knowledge material is available for use by Australian Government agencies: 
· PowerPoint slideshow Keep the Knowledge presentation (for face-to-face training with groups)
· Keep the Knowledge presenter’s notes
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[bookmark: _Hlk175819319]This guide has been developed specifically to assist agency information managers, trainers and other staff deliver the Keep the Knowledge - how do I do that? presentation in face-to-face training. 
Presenter’s notes are suggested for each Keep the Knowledge presentation slide. These notes further explain the issues being addressed on the slide.
The guide also provides suggestions about:
· How the presentation slideshow can be tailored to include agency specific information.
· Optional discussion points where concepts can be explored, and information shared. 
· Reference links to supporting resources available on the internet.
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	 Full acknowledgement must be given to the National Archives for content used or adapted from the Keep the Knowledge package. 
This must be done by using the last slide, or the content of the last slide, and presenting or publishing the acknowledgement text found in the presenter’s notes on slide 17 of this guide.


Copyright of the Keep the Knowledge training package, including the presentation slideshow and presenter’s notes, rests with the Commonwealth of Australia. National Archives administers that property.
National Archives strongly encourages Australian Government agencies to adapt and modify the presentation slideshow and presenter’s notes to suit their specific needs. However, for copyright reasons agencies must ensure:
· The adapted or modified content is not used for commercial purposes or sale, such as training for a fee; and 
· Use or modification of Archives’ material is fully acknowledged.
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· Using the presentation slideshow off-the-shelf will take approximately 1 hour to present. This includes time for discussion and questions. Modifications made to the presentation may change this timing.
· Practise your presentation aloud and use your own words, remember you can modify the presentation in a way that meets your needs.
· Provide opportunities for your audience to contribute and be involved in the learning. There are instructions in some sections of the presentation which have the option to discuss the course content with participants.
· Allow sufficient time to share and discuss information and concepts in the presentation.
· After the presentation make notes about what went well and what could be improved. Review and consider modifications for any future sessions.


[bookmark: _Toc178779612][bookmark: _Toc223604280]Key to symbols used in this document.
	
	Suggestion for customising the presentation to suit your needs

	
	Optional interactive discussion

	For more information
	Resources that can be shared with staff or used exclusively by the trainer to provide more information about topics are included in the training package
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The following resources are suggested to help you prepare to deliver this training:
· Information management | naa.gov.au
· Getting started with information management | naa.gov.au
· Information Management Standard for Australian Government | naa.gov.au
· Building trust in the public record | naa.gov.au
· Professional development and support | naa.gov.au
· Training resources | naa.gov.au
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[bookmark: _Hlk175820352]Your feedback to National Archives on the effectiveness of using the Keep the Knowledge products is greatly appreciated. Your comments will help us further develop products that are useful resources for agencies to promote better records management practices.
How to provide feedback to the National Archives:
[bookmark: _Hlk175820379]Email your feedback to information.management@naa.gov.au . We are interested in any comments you might have and have listed some questions below to help prompt your response:
· How useful was the content? What was useful, and what was not useful?
· How did you modify the materials (PowerPoint slides and presenter’s notes)?
· How useful were the links to resources in the guide? What other references would be useful?
· Were the Keep the Knowledge resources (PowerPoint slides and presenter’s notes) easy to access?
· Whatfeedback have you received from staff attending the training?

Any other suggestions, or comments with your experience using the Keep the Knowledge resources, are welcomed.
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Slide 1 - Title slide
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	Presenter’s notes
This presentation outlines the basic principles of what everyone working for or with the [insert your agency] needs to do to create, keep and manage records.


	 This slide can be used for welcoming participants to the session and going through housekeeping information. 
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Slide 2 - Acknowledgement of Country
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 Update with your local traditional owners and custodians for the land where you are training.
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Slide 3 - Your records management responsibilities
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Presenter’s notes
As an Australian Government employee or someone working with the Australian Government, we all have records management responsibilities. These responsibilities extend to all consultants or volunteers.
[bookmark: _Hlk175732902]Creating and keeping records helps you:
· Find and use the information you and your colleagues need to do your job.
· Produce evidence when required to explain or justify a decision or action.
· Re-use good work done in the past
· Ensure future generations understand Australia’s history, society, culture and people
Importantly, they provide evidence of what your agency has done and why. Therefore, records are an essential part of an accountable and transparent government.
This is why responsibilities towards records are embedded in the authorities which govern our work as APS employees, including:
· APS Values, APS Code of Conduct, which sets expectations for records in support of integrity, stewardship, accountability and commitment to service.
· The Public Governance, Performance and Accountability Act 2013, which specifies agencies create and keep records to document their performance.
We understand that meeting this responsibility can at times be challenging, so today’s course is here to help you understand these responsibilities and how we can work together to meet them. Essentially: ‘how do I do that?’. (with reference to the presentation title)

For more information
· APS Foundations – Records Management
· Information Matters (youtube.com)
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Slide 4 - Topics covered in training session
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Presenter’s notes
 Optional Discussion
 This is an opportunity to create discussion and canvas answers from the group - use of a white board is recommended.
Ask participants what they know about information management and recordkeeping practices within the agency. Revisit answers in slide 17.
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Presenter’s notes
Information created or received in connection with Australian Government business, are Commonwealth records and must be managed in accordance with the Archives Act 1983. The format does not matter but the content does.
[bookmark: _Toc155255539][bookmark: _Toc155260646][bookmark: _Toc155261009][bookmark: _Toc155337939][bookmark: _Toc159406319][bookmark: _Toc161836103][bookmark: _Toc161845615][bookmark: _Toc164080681] Optional Discussion
 This is an opportunity to create discussion and canvas answers from the group - use of a white board is recommended.
Whether something is a record or not depends on the information and the context - basically, if it is related to the business of your agency then it is a record. 

For example, an email to the First Assistant Secretary briefing them on a topical issue is a record, whereas an email to the First Assistant Secretary letting her know her car window has been left open is not a record. 

Records come in paper, electronic and other formats including letters, reports, email, information in business systems, databases, datasets, website pages, messaging, social media posts and images in photographs, film, video, audio, and DVD. Records can also be AI generated.

Individual items can be a record, but records are best when they provide context to an activity or process. Generally, records, data and information is grouped together (aggregated) to tell the story.

Depending on what business is being carried out records can also be objects like blood, air or water samples, DNA evidence, seizures for police evidence, and geological samples.

With government business now conducted digitally, electronic records such as email, documents, spreadsheets and presentations, financial transactions and online messaging have become central to our work.
Databases/datasets can exist as discrete records or may rely on a business information system to function as a ‘system of record’. 
 Ask what records participants make in the course of their work.
· What records are electronic? (Examples: email, messaging, databases, websites, financial transactions, metadata, human resource management system records)
· What records are on paper? (Examples: signed contracts, final or annual reports, signed letters) (Note - most records since 2016 now exist in digital format)
· What records are images? (Examples: video, maps, pictures, photographs, surveillance film, social media posts, posters)
· What records are objects? (Examples: samples, evidence, historical items).
 Include specific kinds of records your agency makes or keeps.
For more information
· Principle 2: Necessary business information is created | naa.gov.au
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Slide 6 - Capturing records


 5 - Topic 2.0 - Managing Records
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Presenter’s notes
When capturing records in [insert your agency approved recordkeeping or equivalent] or other business system, there is information about the record that needs to be captured for finding and managing the record.
This information is called metadata. Some of the metadata is auto captured by the system and other metadata is manually entered.

 In [insert your agency approved recordkeeping system], the mandatory metadata is [insert your mandatory metadata such as title and any other fields that need to be manually entered when registering items in the agency approved recordkeeping system].

For more information
· Capturing information | naa.gov.au
· Principle 3: Business information is adequately described | naa.gov.au
· Meta... what? Metadata! (youtube.com)
· What's in a name? (youtube.com)
 Optional discussion
 This is an opportunity to create discussion and canvas answers from the group - use of a white board is recommended.
Discuss which systems are used to keep records and if not the approved recordkeeping system, highlight that some routine administrative task records made must be captured in the approved recordkeeping system.
Discuss what metadata looks like in your system
[bookmark: _Toc178779622][bookmark: _Toc223604290][bookmark: _Toc155255574][bookmark: _Toc155260681][bookmark: _Toc155261044][bookmark: _Toc155337974][bookmark: _Toc159406354][bookmark: _Toc161836137][bookmark: _Toc161845649][bookmark: _Toc164080717]Slide 7 - Email - Managing emails as business records
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Presenter’s notes
A lot of government business is conducted by email. These messages must be captured and managed like any other record. Emails proliferate quickly and have unique characteristics that require consideration on how to best handle them as records. Most of issues associated with email could be applied. Many of these same challenges also apply to other messaging tools.

Email threads and messages sent to multiple recipients can make it difficult to decide when an email should be captured, and who is responsible. When retaining an email, always ensure any attachments are also saved so the full context of business activities is preserved.

Questions to ask include:
· Did I receive or send this email in the course of my work?
· Does this relate to a project I am working on?
· Does the email approve an action?
· Does the email provide advice, provide evidence, give a direction, or record a decision?

If you answer 'yes' to any of these questions, you need to capture the email into [insert your agency approved recordkeeping or equivalent] or other approved business system.
Things to consider when saving emails and business messages:
· Does your email contain an important attachment?
· Has the complete email chain been saved to ensure all discussion is recorded?
· Has the final email (with decision, approval or outcome) been retained?
Email that may not need to be saved into another system, and can be disposed of at any time under Normal Administrative Practice include:
· Messages received for information only.
· Trivial information such as meeting reminders and room bookings.
· Copies of information already in a records management system
· Copies of documents for reference purposes only
· General notices to staff.
 Include your agency’s specific processes for the capture of emails. If it is automatically captured advise how and what is captured.
 Include specific locations endorsed by your agency for the capture of email, for example saving in an EDRMS.
For more information
· Managing email | naa.gov.au
· Managing email (youtube.com)
· Normal administrative practice (NAP) | naa.gov.au
 Optional discussion
· Who is responsible for capturing email - is it the sender or the receiver? 
· When should an email thread be captured? 
· Can emails that are received ‘for information only’ be deleted as a normal administrative practice?
· How are email attachments safely retained?
· Has the complete email chain been saved to ensure all discussion is recorded?
· Has the final email (with decision, approval or outcome) been retained separately?
· Does an email chain reliably reflect all messages in the thread?
· Can the content of email chains can be changed



[bookmark: _Toc223604291][bookmark: _Toc178779623]Slide 8 - Managing AI Generated Records:
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Presenter’s notes
 Update the slide with your agency’s official recordkeeping system.
 Update slide with your agency’s specific processes for AI generated content. Identify, which if any, AI technologies that are authorised for use and any requirements to retain prompts, inputs and data provenance. Also identify any metadata around AI usage that needs to be captured.
Records created using artificial intelligence (AI) must be retained, managed, and preserved in the same manner as all other official records. This usually means capturing them in [insert name of official recordkeeping system(s)].

Where AI has been used to assist with summarisation, drafting and for ideas, you need to [insert your agency’s requirements]. Where content is generated automatically such as [insert AI technology/system] you need to [insert your agency’s requirements].

When implementing AI technologies, you need to ensure that all the system configuration including training data for the model(s), sources for the output and anything else that may be required to justify the content generated by the AI technology.
For more information
· Information management for records created using Artificial Intelligence (AI) technologies | naa.gov.au 
· Policy for the responsible use of AI in government - Version 2.0 | digital.gov.au


[bookmark: _Toc223604292]Slide 9 - Where and how should records be stored?
HOW SHOULD YOU KEEP RECORDS?
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Presenter’s notes
 Change the slide to include the names of the corporate locations your agency endorses for keeping records.
The following systems are endorsed recordkeeping locations for [insert agency name]: 
· [Name of] Electronic document and records management systems (EDRMS) or agency approved recordkeeping system
· [Names of] Business information systems (finance, human resource management, client relationship and case management systems)
· Legacy physical records. [Where are they located? E.g. Offsite storage, basement]
Records contain information we all need to conduct our work, so it is important that they are accessible within the agency. 
For more information
· Storing information | naa.gov.au
· Business System Assessment Framework | naa.gov.au 
· ISO 16175 – what you need to know | naa.gov.au
· Electronic document and records management systems | naa.gov.au
 Optional discussion
 Discuss the various locations and why they are used, or why they should not be used and what the risks could be.
Ask participants to list the inappropriate places where records have been lost or found:
· Records being accessed inappropriately often hits the headlines such as
 folders containing sensitive government documents being left in cafes or taxis.
· Walking in the street with classified records visible and able to be photographed. 
· Working on a government laptop in a public place where the screen can be photographed
· USB sticks found where they are least expected with private details of individuals still stored on them.
 You could use a current media example to illustrate the key message of ensuring records are not accessed inappropriately. 
 Mention any other locations where records might be kept which poses a risk to your agency and what the mitigation of that risk might be.


[bookmark: _Toc178779624][bookmark: _Toc223604293]Slide 10 - Describing records
HOW SHOULD YOU KEEP RECORDS?
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Presenter’s notes
 Update slide to include your agency’s records management team name. Remove the slide if you do not currently manage your records in authorised business systems 
How and where you store your digital information can significantly reduce your recordkeeping responsibilities.  
· For example, if you save to the appropriate section of your EDRMS, the records will be auto-classified and the relevant disposal sentence applied. 
· For example, if you select your Business Classification Scheme (BCS) from a list, the relevant disposal sentence is applied.
 This is a good opportunity to talk about how information is classified in your agency.
If not already discussed, discuss titling dos and don’ts.
For more information
· Classifying information | naa.gov.au

 Optional discussion
· Where do you save your records?
· What information (metadata) do you capture?
· Titling conventions – what are the requirements?
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Databases and Line-of-business information systems
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Presenter’s notes
 Remove any content from this and the next slide that is not applicable to your agency.
	 Update slide to include the following if they are relevant to your audience:
• The names of your database(s)
• Any vocabulary controls (glossaries, thesauri, data dictionaries)
• Data quality and governance guidance
• Disposal regime
If any of these items are not relevant, remove the database section or the specific elements that do not apply 


· Databases can exist as discreet records or may rely on a business information system to function as a ‘system of record’.
· Effective recordkeeping practice for databases may require use of a suitable data dictionary, approved keyword list and relevant thesauri.
 Update slide to include your agency’s business system(s) name(s) if relevant, if not relevant delete the section about line-of business systems from the slide
Examples of business systems include payroll, grants management, project management or service portals. These could be configured in several different ways, as a COTS product, as-a-service offering, or could rely on systems in other categories – such as a Teams environment or bespoke database to function.
 Update comments below to include your agency’s business system(s) name(s) if relevant, and the assessment and controls for the records in the system. Delete the sections that are not relevant to your agency.
· The value of information within them can vary, depending on the significance of the business activity they support. [Name of system] has records that are [temporary short-term/temporary long-term/permanent] and these need to be managed [insert management regime]
· [Name of system] is a fit-for-purpose approved recordkeeping system that allows information to be stored in situ.
For more information
· Data governance and management | naa.gov.au.
· Retaining, managing and disposing of data and datasets | naa.gov.au; 
· Business System Assessment Framework | naa.gov.au
 Optional discussion
What specific business information systems and databases does your agency operate?
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Social media and messaging systems such as MS Teams
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Presenter’s notes
 Update slide with your agency’s advice for managing social media. Identify if it is automated capture or whether a tool is required to capture it and upload it to a business system or agency approved recordkeeping system. If you don’t have a process yet, suggest temporary storage of social media records on a network drive as an interim solution.
 To be accountable, your agency must also manage its social media records. The social media platform used by your agency is not an appropriate storage area for agency’s social media interactions.
Social media posts, messaging, media, comments, messages, and analytics that are created or received as part of Australian Government business are Commonwealth records. 
The use of social media and instant messaging platforms by [insert agency name] carries risks. Our [insert agency social media policy name] is an important tool to reduce risk by making staff aware of their responsibilities.
 Update slide with your agency’s approved recordkeeping system and your agency’s Portable device and messaging policy or an equivalent policy. If you don’t have a policy delete the last sentence. Where possible, provide advice about how your agency manages any business information created in these systems.
For more information
· Your social media policy - what about records? | naa.gov.au
· Managing social media and instant messaging (IM) | naa.gov.au
· Security Tips for Social Media and Messaging Apps | Cyber.gov.au
· Managing information on mobile devices | naa.gov.au


 Optional discussion
Name the social media platforms used in your agency and discuss how the content is or should be saved
 

[bookmark: _Toc178779627][bookmark: _Toc223604296]Slide 13 - Network (shared) drives
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Presenter’s notes
 If you use network drives because you do not have an EDRMS or equivalent update this slide and talk about how you mitigate the risks of using a network drive for your agency’s records. E.g. naming controls and defined folder structures.
 If you use network drives for specific categories of records because of size or usage constraints highlight those specific requirements here.
Network drives can't manage information and records to meet Australian Government or international standards.
Unless there is a compelling reason otherwise, business information should be stored and managed in approved recordkeeping systems.
There are many risks to storing records and information on networks drives.
 Omit the sentence below if your agency has an approved recordkeeping system that it uses.
However, network drives can be a temporary solution before an agency implements an electronic document records management system (EDRMS) or approved recordkeeping system.
For more information
· Network drives | naa.gov.au
· Examples of network folder structures | naa.gov.au



[bookmark: _Toc178779628][bookmark: _Toc223604297]Slide 14 - Sensitivity and access
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Presenter’s notes
Most agency records should be unrestricted to staff unless they contain sensitive or classified information. This includes:
· Information collected by or supplied to the agency containing sensitive information (examples include certain commercial, legal, and staffing information)  
· Operational requirements (example: ‘read only’ access to stop changes to an approved record being made).
Records that need to be protected for these reasons must be labeled with the appropriate classification and stored where access can be appropriately restricted.
 Mention the procedures employed for access to records in your agency, or who to ask for advice if they are unsure about disclosing information in the course of their work.

 Provide examples of records that need restricted access in your agency. 
 Explain when and how to restrict access, for example, applying access controls in your EDRMS or business system.
Ask participants what classifications they are aware of? 
· The Australian Government uses four security classifications: OFFICIAL: Sensitive, PROTECTED, SECRET and TOP SECRET. The relevant security classification is based on the likely damage resulting from compromise of the information’s confidentiality.
· All other information from business operations and services requires a routine level of protection and is treated as OFFICIAL. Information that does not form part of official duty is treated as UNOFFICIAL. OFFICIAL and UNOFFICIAL are not security classifications and are not mandatory markings.
· Caveats are a warning that the information has special protections in addition to those indicated by the security classification of PROTECTED or higher (or in the case of the NATIONAL CABINET caveat, OFFICIAL: Sensitive or higher).
· Caveats are not classifications and must appear with an appropriate security classification of PROTECTED or higher (or in the case of the NATIONAL CABINET caveat, OFFICIAL: Sensitive or higher).
Discuss when and how they should be used based on your agency’s security protocols.
 As an Australian Government employee, you need to be aware of when and how access to public information can be provided.
Under the Crimes Act 1914, you must not give or disclose, directly or indirectly, any information about government or public business or anything of which you have official knowledge except in the course of your duties, or with your agency head’s express authority.
There are certain procedures that need to be followed to provide public access to records under legislation:
· Freedom of Information Act 1982: provides public access to documents through a formal application process.
· Archives Act 1983: provides public access to records more than 20 years old, also through a formal application process.
· Privacy Act 1988: sets out the safeguards Australian Government agencies must observe when collecting, storing, using, and disclosing personal information.
For more information
· Information Publication Scheme | OAIC
· When to use the Freedom of Information, Archives and Privacy Acts | naa.gov.au
· Access to records under the Archives Act | naa.gov.au
· Information management legislation | naa.gov.au
· Protecting information | naa.gov.au
· Protective Security Policy Framework | Dept for Home Affairs
· Information Security Manual (ISM) | Cyber.gov.au
[bookmark: _Hlk151733400][bookmark: _Toc155255589][bookmark: _Toc155260696][bookmark: _Toc155261059][bookmark: _Toc155337989][bookmark: _Toc159406369][bookmark: _Toc161836152][bookmark: _Toc161845664][bookmark: _Toc164080732]

[bookmark: _Toc178779629][bookmark: _Toc223604298]Slide 15 - Digitisation
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Presenter’s notes
 Talk about any non-digital processes in your agency. Detail how physical records are managed in your agency and any digitisation that occurs. Who does it and how they do it.
Some processes that deal with external people may include receiving documents in physical format. For ease of management these records can be digitised and managed digitally.
If the records you are digitising are of permanent value, they will require different treatment to temporary records.
Records of permanent value are those that have either:
· Been identified as RNA (retain as national archives) in a current record’s authority.
· Been identified for permanent retention by the agency.
 RNA digitisation should always be undertaken at preservation digitisation standards. 
PDF is not an approved format for preservation digitisation of paper or photographic formats/records.
 Discuss if staff in your agency can digitally scan records received in paper format to compliant standards for ‘business as usual’ records using departmental Multi-Function Devices (MFD) or what other alternatives may be available e.g. contact the information management team who have scanning capabilities or digitisation section if your agency has one.
 If business processes are still creating paper, they should be reviewed in favour of digital alternatives.
Please consult with your information management team for appropriate standards for use in digitisation projects.
For more information
· Preservation Digitisation Standards | naa.gov.au; 
· Digitisation specifications for paper records in agencies | naa.gov.au
· General Records Authority 31 | naa.gov.au
· Advice on using General Records Authority 31 (GRA 31) to support digitisation | naa.gov.au

[bookmark: _Toc155255590]

[bookmark: _Toc178779630][bookmark: _Toc223604299][bookmark: _Hlk155261092]Slide 16 - Can I destroy or delete records?
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Presenter’s notes
 Update point 2 with a summary of your agency’s disposal regime from an end-user perspective i.e. what do they need to do/know. Disposal may be organised by your information management team or equivalent with the business endorsing a decision that the information is no longer required, or it could be that each business area does their own disposal with authorisation given by the CEO or equivalent, or their delegate. 
 Update point 3 with your agency’s approved recordkeeping system or business system name and the disposal process i.e managed by the Information Management team/ICT team.  If your agency is not doing electronic disposal currently, omit dot point 3 
 Update point 4 with your agency’s NAP policy. If your agency does not have a NAP policy yet, omit dot point 4.
 Depending on your agency’s disposal process you may wish to omit portions of the presenter’s notes e.g. Information management team manages disposal so you may wish to skim over the section on records authorities.
The National Archives authorises the disposal of Commonwealth records for the purposes of the Archives Act 1983 by issuing agency-specific Records Authority (RAs) and General Records Authorities (GRAs).
We/the [insert name of information management team or equivalent] can destroy records using:
 If your agency allows staff to arrange their own destruction use “we” but if it is an information management function use name of information management team. 
· Our agency-specific records authority/ies [insert name/s of Agency’s approved Records Authority/ies] 
· AFDA Express version 2 for the destruction and transfer of records relating to the administrative functions performed by Australian Government agencies. This general records authority covers 15 common administrative functions. Examples include financial management, personnel management, procurement, ICT, and work health and safety.
· GRAs for the destruction or transfer of records of some common business activities, such as accredited training, grant management, outsourcing, scanning of original records, advisory bodies, etc.
 If your agency does not allow staff to arrange their own destruction preface dot point below with Staff can destroy certain types of low-value and short-term information during normal business. 
· Our NAP policy for the destruction of low-value information, duplicates, externally published material, and unofficial information.
When records are eligible for destruction or transfer to National Archives, the following things need to be checked:
· It is not subject to a records disposal freeze
· There is no current or known impending legal proceeding or inquiry it relates to
· It does not apply to a current access application under the Freedom of Information Act 1982, the Privacy Act 1988 or the Archives Act 1983
· Business use has ceased including secondary uses
Destruction must be approved by [insert relevant approving authority for your agency]
For more information
· Disposing of information | naa.gov.au
· Normal administrative practice (NAP) | naa.gov.au
· NAP policy template
· How we select national archives | naa.gov.au
· Compliant destruction of Australian Government information | naa.gov.au
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Slide 17 - Records management advice and support
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Thank you for your time today. We hope this course helped understand your recordkeeping responsibilities, but please feel free to ask any final questions.
 Take this opportunity to discuss issues raised throughout the training and agree whether any out of session follow-up action would be helpful.
The following resources are available in our agency to help you after this course:
 Edit the slide to list any key resources within your agency you want to bring attention to, considering:
· Local policies and procedures participants should be aware of]
· Roles and contacts, such as your local information, data or records management team or local information champions within business units.
· Local recordkeeping helpdesk or similar service, if available.
The National Archives also offers some advice which you can access on-demand.
 Highlight any resources you’d recommend the audience accesses in their own time after the training:
As summary resources, you could recommend:
· Training resources
· The National Archives’ Information Management Standard 
· Managing Information assets
Or you could highlight key resources within these sources or reiterate resources from earlier within this course which would best help with the issues relevant to the audience.
You can also suggest the National Archives’ Agency Service Centre unless your local recordkeeping support team would prefer to answer queries in the first instance.
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Slide 18 - Acknowledging National Archives of Australia
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If you would like further information on what the National Archives does, please visit www.naa.gov.au.
Copyright - National Archives of Australia 2024

	[bookmark: OLE_LINK3][bookmark: OLE_LINK4] If you modify or adapt the presentation, amend the first point on the above slide and presenter’s notes to acknowledge that your presentation includes information developed by the National Archives of Australia for all Australian Government employees.
The rest of the information on the slide should be presented as it is, acknowledging the National Archives.





	

	[bookmark: _Toc178779633][bookmark: _Toc223604302]

Slide 19 - National Archives of Australia



[image: ]
Keep the Knowledge How do I do that? A presenter’s guide for Australian Government agencies	NAA | 3

image3.png
Australizn Government

=

Nafiona ! Arclhives of Australia




image4.png
Australizn Government

=

Nafiona ! Arclhives of Australia




image4.jpeg




image5.png




image6.png




image7.png




image8.png
NATIONAL ARCHIVES OF AUSTRALIA

Keep the
Knowledge
How do I do that?

What you need to know to support the
business activities of Australian
Government agencies

AUGUST 2024

Australian Government

National Archives of Australia




image9.png
Acknowledgement of Country

[Insert your agency’s name], together with National Archives of Australia, acknowledges
the traditional owners and custodians of Country throughout Australia and acknowledges
their continuing connection to land, sea and community. We pay our respects to the
people, their cultures and Elders past, present and emerging.
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Everyone working for the Australian Government is
required to make and keep records

This includes:
» Employees of Australian Government
agencies

« Contractors and Consultants
* Reservists
* Unpaid volunteers

» Other people working with the
Australian government

National Archives of Australia
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include:
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What is a record?

Capturing records

Managing email

Managing Al-generated records
Describing records

Where should records be stored?

Systems and applications
*  Databases
e  Business systems
¢ Social media

. Message applications
Network drives
Information access and release
Destroying records

Digitisation

National Archives of Australia




image12.png
A record can be:

« information created, sent or received as part of your work for your agency
« information in any format, whether analogue or digital

e email
e websites and social media
e mobile device messages

e information in databases
and business systems

e evidence samples
e chats (MS Teams, etc)
e photographs and images

e video and audio

documents, letters and
reports

maps and plans and
designs

briefs, memo’s, minutes
datasets
web transactions

Al generated material

A record is anything that provides
evidence of:

Communications made or
received

Actions undertaken or observed
Research and investigations
Deliberations and decisions

National Archives of Australia

National Archives of Australia
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Capturing records

Your record will require relevant metadata including:

e An appropriate title

* a brief description term or phrase including the record subject
(records classification)

e aunique identifier
e your name (creator)

* the creation date

e any applicable protective markings

* copyright and subject consent information (if your record is a
photograph, audio or video)
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Email and messaging

How do you manage your business-related messages?

Business related emails and messages must be
captured [Insert your agency’s approved recordkeeping
system].

Managing emails in the email system [insert your email
system e.g.MS Outlook] is not good recordkeeping.
Emails containing attachments should be checked after
capture to ensure all attachments are captured in the
approved recordkeeping system.

Email titles need to be meaningful not just the subject
line

Understand which emails you are responsible for
capturing. Ensure that the whole “email thread” is
captured, not just one email.

Some tips for managing email records include:

Delete emails that do not relate to business, such as
personal messages or ones that are received for
information only.

Move emails and email chains to the approved
recordkeeping system as soon as the email/email thread
has been addressed

National Archives of Australia
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Managing Al Generated Records:

What do | need to know about Al generated records?

Records created using artificial intelligence (Al) must be retained, managed, and preserved
in the same manner as all other official records. This generally means capturing them in the
official recordkeeping system - [Name of your agency’s recordkeeping system].

Arrisk approach is used to identify which Al outputs, associated prompts, inputs, sources
and metadata need to be created/retained as official records. [Identify the rules your agency
has put in place to manage Al generated content]

The technologies that generate Al content and their configurations, training data and
sources should be documented and managed as records for the life of the technology.

National Archives of Australia 8
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Where and how should records be stored?

Where should you keep records?

Electronic document and records
management systems - [Name of your
agency’s system]

Approved business information
systems such as human resource
management, financial management,
client relationship or case management
systems [Replace with names of
systems that your agency uses]

DO NOT keep digital business information in

locations such as:

Personal email folders
« Local drives on your laptop or PC
« Messaging or social media servers

« Portable storage devices such as mobile
phones, USB sticks or drives, external drives,
CDs, DVD’s, MP3 players

« At home (physical) or on personal devices

« Unapproved cloud storage locations

National Archives of Australia
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Describing records
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How and where you store your records can
significantly reduce your recordkeeping effort.

Records should have relevant and meaningful titles to
ensure they can be found.

Ask your team or the [insert name of records
management team] about filing instructions for your
business activities.

These may include who is responsible for capturing
the record, where does it go in the system

architecture, what metadata must be captured when
uploading and which system should it be saved into.

National Archives of Australia
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Systems and Applications where | work

I do most of my work in databases, M365 Apps, Line-of-business systems, MS teams and social media accounts.
Databases

The following databases are used to store Commonwealth
records: [insert any databases used by your agency]. They use
the following [insert relevant vocabulary control references and
data quality and governance guideline references]. Disposal is
managed [insert relevant disposal regime i.e. at the database
level, selected disposal of metadata/records by ICT area/business
owner].

Business systems such as HR, Finance, Case Management and
Grant Funding systems

[Identify those Business systems used by the agency that have
been assessed or will be assessed using the Business System
Assessment Framework and the capture/disposal method
required i.e. in situ with selected disposal of metadata/records by
business owner]

National Archives of Australia 1
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Systems and Applications where | work

Social Media

Social media posts, media, comments, likes, messages and analytics are considered agency records and need to be managed.
[Insert your agency’s social media regime i.e. automated capture, transfer to EDRMS or other suitable business system].

NOTE: Other users’ interaction with your agency’s social media posts can continue if not disabled, and these could also become
records which you need to manage. Care should be taken when using instant messaging to ensure acronyms and abbreviations
are avoided and topics and subject matter are clearly recorded.

f © X in

Messaging systems such as MS Teams

Business information could include voice mail and SMS, online chats, online meetings and associated items such as meeting
documentation and recordings, Al transcriptions, messages, calendars, and authorisations via system workflows, Messaging
information identified as government business should be transferred from the originating device or system to [insert your
agency’s EDRMS or equivalent]. Refer to [insert your agency’s portable device and messaging policy].
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Network (shared) drives

A network drive is not a records management system.

» Anyone who has access can alter or delete records.

« It's difficult to demonstrate the authenticity, integrity and
trustworthiness of uncontrolled records.

« It can be difficult to identify the record's status or version.

« Metadata is often missing - there are no links between documents
and their business context.

« Poor management can result in large volumes of uncontrolled
information, which is difficult to manage and takes up network
space.

« Difficulty finding relevant records poses a reputational risk to the
agency.

« Backup facilities may not be suitable or reliable.

Network drives are not fit-for-purpose records management systems,,
and there are risks in using them for storing records.
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Sensitivity and access

Official-sensitive information requires Your agency decides what you can disclose to or

special storage requirements as specified in share with the public.

[insert your agency’s information security Before you provide public access to government

procedure or equivalent]. information, check what is permitted by your agency.
[Insert summary of agency policies and procedures for

They require a classification rating and must access to information]

be captured in an appropriate secure

location or system. Approval of public access to government information

Speak to your supervisor, [insert name of is regulated by legislation such as:
agency Information management team or
equivalent or your agency’s security advisor]
about the specific locations in your agency * Privacy Act 1988
where you need to keep sensitive records. + Archives Act 1983

* Freedom of Information Act 1982
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Digitisation
How should you manage paper
records?

Records created digitally must be managed digitally.

Business processes that create paper records should
be reviewed in favour of digital alternatives.

Legacy records in a physical format such as old paper
files that were created after 1 January 1980 may be
digitised if you have a business need.

There are 2 standards for digitisation — 1 for retain as
national archive (RNA) records and 1 for business as
usual (temporary) records.

If you want to destroy your source documents after
digitisation there are specific conditions that are
spelled out in GRA 31.
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Can | delete or destroy records?

Disposal of records is a formal authorised process.

[Insert reference to your agency’s disposal regime including
authorisations and endorsements]

If your agency manages its records in an EDRMS or
authorised business system(s), then disposal is managed by
[insert the name of the information management team or
equivalent].

Normal administrative practice (NAP) is a process that allows
agencies to destroy certain types of low-value and short-term
information in the normal course of business. Refer to your
[Insert hyperlink to your agency’s NAP policy] for further
details.

National Archives of Australia

15




image2.png




image24.png
What next?

You should be ready to meet your recordkeeping responsibilities but please feel free to ask
any final questions.

The following resources can help you after this course:
« [highlight any local policies and procedures participants should be aware of]
« [highlight some key recordkeeping roles and contacts to be aware of]
* [specify anywhere else to go for help if the audience is unsure]

The National Archives also offers some advice which you can access on-demand:

« [List any resources available from the National Archives’ website which would be
helpful for the audience after they've attended this training]

National Archives of Australia 16
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The National Archives of Australia

This presentation was developed by the National Archives for al Australlan Government employees
The National Archives plays a leads role in promoting good Information and records management across the Ausiralian Government
For more information visit:

* vawinaa govay

+ Information management | naagovau - htps:/jwww.naa, gov au/information-management

+ Bulding trust in the public record | nas.gov.au - hitps:/iwwu.naa. gov.au/information-managementinformation-management
poicies/bulding-rust-publc-record

Copyright - Commonwealth of Austaiia.
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